
PROFESSIONAL, EXECUTIVE AND CYBER SOLUTIONS

Policies and Procedures to Prevent 
Social Engineering Fraud

Social engineering fraud poses a significant and growing threat to organizations of all sizes. Unlike 

traditional cyberattacks that exploit technical vulnerabilities, social engineering targets human behavior—

manipulating individuals into divulging confidential information, granting unauthorized access, or initiating 

fraudulent transactions. These attacks can be highly sophisticated, often impersonating trusted 

colleagues, vendors, or executives to bypass standard security protocols.

To effectively mitigate this risk, companies must adopt a proactive and layered approach that combines 

employee education, robust internal controls, and vigilant monitoring. This document outlines the essential 

policies and procedures your organization should implement to strengthen its defenses against social 

engineering fraud. By fostering a culture of security awareness and enforcing clear operational 

safeguards, your company can significantly reduce its exposure to these deceptive and costly schemes.

1. Security Awareness and Training

• Conduct mandatory training on social engineering tactics (e.g., phishing, vishing, baiting, deepfakes).

• Users with financial access should have increased training.

• Run regular phishing simulations and reward employees who report suspicious activity.

• Include real-world examples and interactive scenarios. Highlight common techniques such as urgent, 

confidential or do not share requests.

2. Multi-Factor Authentication (MFA)

• Enforce MFA for access to email, financial systems, and remote tools.

• Use device-based or biometric authentication where feasible.

3. Role-Based Access Control (RBAC)

• Limit access to sensitive systems based on job roles.

• Review permissions quarterly to ensure least privilege.

4. Verification Protocols for Financial Transactions

• Code Words for Verification: Use pre-established code words or phrases for internal verification of 

sensitive requests.

• Call-Back Procedures: Confirm requests via a known internal contact number.

• Dual Authorization: Require two levels of approval for all financial transactions.

• Strict Transfer Limits: Set monetary thresholds that trigger higher-level approvals before any 

transfer is processed.

• Vendor Validation: Independently verify vendor details before processing payments or changes.
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5. Incident Response and Reporting

• Maintain a clear incident response plan for suspected fraud. 

• Train employees on how to report suspicious communications.

• Log and review all unusual requests.

6. Zero-Trust Security Model

• Assume no user or system is inherently trustworthy. 

• Monitor and log all user activities.

• Require identity verification for sensitive requests.

7. Physical Security Controls

• Enforce badge access and prohibit tailgating. 

• Require visible ID badges inside facilities.

• Implement visitor escort and verification policies.

8. Email and Communication Safeguards

• Use anti-phishing and email filtering tools.

• Ensure SPF, DKIM and DMARC are in place.

• Disable automatic link previews and restrict attachment types.

• Train employees to verify sender addresses and avoid clicking unknown links.

9. Social Media and Public Information Controls

• Educate employees on risks of oversharing online.

• Limit publicly available information about staff roles and contact details.

10. Regular Audits and Risk Assessments

• Conduct periodic audits of internal controls.

• Perform risk assessments to identify vulnerabilities and update procedures.

11. Vendor Management and Account Controls

• Vendor Onboarding Protocols:

• Require formal documentation and verification before adding any new vendor.

• Use a standardized vendor onboarding checklist that includes tax ID validation, business 

registration, and contact verification.

• Account Creation and Change Controls:

• Implement strict procedures for adding new accounts or updating existing ones.

• Require dual verification from known internal sources before any account changes are approved.

• Use code words or challenge questions for internal verification of sensitive requests.
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EPIC offers this material for general information only. EPIC does not intend this material to be, nor may 

any person receiving this information construe or rely on this material as, tax or legal advice. The matters 

addressed in this document and any related discussions or correspondence should be reviewed and 

discussed with legal counsel prior to acting or relying on these materials.

• Vendor Vetting and Risk Assessment:

• Conduct background checks and risk assessments for all new vendors.

• Assign risk tiers to vendors and apply enhanced controls for high-risk categories.

• Periodically re-evaluate vendor risk profiles and update controls accordingly.

• Change Request Verification:

• Verify any vendor change requests (e.g., bank account updates, contact changes) through 

independent channels—never rely solely on email or phone requests.

• Require call-back verification using pre-established contact information, not details provided in 

the change request.

• Transfer Limits and Escalation Protocols:

• Set strict monetary thresholds for vendor payments that trigger higher-level approvals.

• Require multi-person sign-off for any payment above a defined limit or to a newly added account.

12. Risk Transfer Through Insurance: Cyber and Crime Policies

While robust internal controls and employee training are essential to prevent social engineering fraud, 

organizations should also consider risk transfer strategies through insurance. Most standard cyber 

insurance policies provide only limited coverage for social engineering fraud (SEF), often with sublimits 

that may not fully cover potential losses. These sublimits are typically much lower than the main policy 

limits and may not address the full scope of financial exposure resulting from sophisticated social 

engineering attacks.

To enhance protection, organizations should evaluate the addition of a dedicated crime insurance policy. 

Crime policies often offer broader and higher limits for losses resulting from social engineering, including 

fraudulent instructions, funds transfer fraud, and impersonation schemes. By layering a crime policy with 

a cyber policy, companies can more effectively transfer the risk of SEF and ensure more comprehensive 

financial protection.

• Review your current cyber policy to understand SEF sublimits and exclusions.

• Consult with your insurance advisor about adding or enhancing a crime policy for broader SEF 

coverage.

• Regularly reassess your insurance portfolio to align with evolving fraud tactics and organizational risk 

appetite.
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